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Cloudrise SSE Leader: Netskope

Considerations for migrating to Netskope SSE

Are you tired of hopping between disparate platforms and policy frameworks?

Is data security core to your business, but your current SSE solution lacks contextual awareness and
cannot fully protect your data?

Do you expect your zero-trust technology to perform posture checks while in session?

Do you expect actionable risk scoring that can be utilized in threat protection, DLP, UEBA, and access
policies?

Is real-time control of cloud applications with 100+ predefined activities important to your organization?

Is dynamic detection of application instance in un/managed cloud apps required, specifically
independent from tenant restrictions?

Does your existing solution provide granular and contextual coaching for safe business enablement?

Are you looking for detailed visualization of your data that connects the level of risk and effectiveness
of controls across your SaaS, laaS, web, and private applications?

Does your SSE provide a global, private, elastic network directly peered with CSPs across all data
centers without surcharges or exclusions?

‘ Planning. We start by documenting all necessary configuration information from your
Q existing SSE deployment, analyze the configurations, and develop a design and

implementation plan that maps to the existing configurations.

O Design and Deploy. Based on the discovery and implementation plan, we design and
¢ deploy the applicable SSE modules within the Netskope tenant.

Q Test Traffic Steering. We assist with testing the steering of web, Saa$, laaS, private

application, and cloud firewall traffic through Netskope’s SSE capabilities, and identifying
tuning efficiencies for SSL and configuration exception use cases.

Policy Creation. Based on our review of your legacy SSE deployment, we will build
correlating policies and rules in the Netskope tenant, incorporating best practices,
efficiencies, and industry and regulatory-targeted logic.

Integration & Reporting. We will support you in establishing the necessary integrations with
your broader ecosystem, such as SD-WAN, IAM, security ops, threat intel, endpoint security,
key manager, and IDS/IPS, in addition to ensuring existing reports are optimized in the

' Netskope tenant.
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Regardless of the size of the organization, Cloudrise offers plan, build, deploy, optimize, and managed

services for Netskope. Ifimplementing Netskope for the first time, our Deployment Services will get the
platform operational and customized for your clients’ business needs. If already installed, we will optimize
your clients’ deployment to drive the greatest ROI out of the Netskope Platform. Not finding what you
are looking for? We can customize a quote for any Netskope product or licensing package.

Scope & Activities

Netskope Platform Foundational Deployment Services

Provision user identities, groups, and organization units from either Active Directory or one of the supported
Cloud Identity Directories to the Netskope Cloud Security Platform.

Deploy Single Sign On (SSO) and Role Based Access Control (RBAC) for Netskope Tenant Admin

Console.

Deploy Forensics and Incident Management.

Deploy foundational steering mechanisms and baseline out-of-the-box policies.

Integrate Netskope Cloud Security Platform with other supported security tools using Cloud Exchange.
Includes up to 3 plugins.

Create deliverables (Project Plans and perform knowledge transfer.

Secure Service Edge (SSE)

Deploy Netskope SSE to include Netskope Private Access (NPA)*, Next Gen Secure Web Gateway (NG-SWG), Cloud
Firewall (CFW), Advanced Threat, Advanced Data Loss Prevention (DLP), Predefined User Entity Behavior Analytics
(UEBA), and Advanced Analytics. *NOTE: We also offer SSE services without NPA.

< 1K Users

Includes up to:

1 steering
mechanism

2 GRE/IPSec
tunnels

5 NPA private
apps & policies

2 NPA publishers
3 NG-SWG
policies

10 CFW apps
Adv. Threat

3 Adv. DLP rules
Predefined UEBA
Adv. Analytics

1,001 - 2.5K
Users

Includes up to:

1 steering
mechanism

2 GRE/IPSec
tunnels

8 NPA private
apps & policies

4 NPA publishers
6 NG-SWG
policies

15 CFW apps
Adv. Threat

3 Adv. DLP rules
Predefined UEBA
Adv. Analytics

2,501 - 5K
Users

Includes up to:

1 steering
mechanism

4 GRE/IPSec
tunnels

10 NPA private
apps & policies

6 NPA publishers
8 NG-SWG
policies

20 CFW apps
Adv. Threat

3 Adv. DLP rules
Predefined UEBA
Adv. Analytics

5,001 - 10K
Users

Includes up to:

2 steering
mechanisms

6 GRE/IPSec
tunnels

20 NPA private
apps & policies

8 NPA publishers
10 NG-SWG
policies

20 CFW apps
Adv. Threat

3 Adv. DLP rules
Predefined UEBA
Adv. Analytics
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10,001 - 50K
Users

Includes up to:

2 steering
mechanisms

8 GRE/IPSec
tunnels

50 NPA private
apps & policies
12 NPA
publishers

12 NG-SWG
policies

30 CFW apps
Adv. Threat

3 Adv. DLP rules
Predefined UEBA
Adv. Analytics
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